
Briefing Malware

About this report

This report aims to identify the Tactics, Techniques and Procedures (TTP's) of the most
known malwares along this year on the ANY.RUN platform © from the 23/08 to 30/08.
This analysis is based on the MITRE ATT&CK © matrix in the evaluation of the TTP's most
exploited by cyber actors in order to prioritize the vigilance effort of the detection and
incident response teams.
A remediation solution is proposed in the "Mitigations" tab for each technique.

Please note that the sub-techniques are now available for the Enterprise Matrix of Mitre
ATT&CK. We work on it to add more and more details about these sub-techniques in the
present communication. You can click here to know more about this new way of analysing
TTPs of malwares.

Most Recurrent Malwares

CERT Sogeti ESEC

1 Raccoon (NC)

2 Redline (NC)

3 njRAT (ID Mitre: S0385)

4 FormBook (NC)

5 AsyncRAT (NC)

6 Lokibot (ID Mitre: S0447)

7 Nanocore (ID Mitre: S0336)

8 Vidar (NC)

9 Remcos (ID Mitre : S0332)

10 Snake (NC)

TLP:WHITE

https://any.run/malware-trends/
https://attack.mitre.org/matrices/enterprise/
https://www.tripwire.com/state-of-security/mitre-framework/mitre-attck-update-sub-techniques-july-2020/
https://ui.threatstream.com/malware/27238
https://malpedia.caad.fkie.fraunhofer.de/details/win.redline_stealer
https://attack.mitre.org/software/S0385/
https://ui.threatstream.com/malware/80055
https://ui.threatstream.com/malware/32195
https://attack.mitre.org/software/S0447/
https://attack.mitre.org/software/S0336/
https://malpedia.caad.fkie.fraunhofer.de/details/win.vidar
https://attack.mitre.org/software/S0332/
https://malpedia.caad.fkie.fraunhofer.de/details/win.snake


Most observed malwares’s TTPs overlaps
A graphic presentation of TTPs overlaps between malwares is available in the next pages. For each tactic, you can find the listing of the names and the IDs of the techniques.
Credits from The Mitre Corporation ©.
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TLP:WHITE

https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1112/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1056/001/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1056/001/
https://attack.mitre.org/techniques/T1105/
https://attack.mitre.org/techniques/T1041
https://attack.mitre.org/techniques/T1055
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1555/
https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1560/
https://attack.mitre.org/techniques/T1571
https://attack.mitre.org/techniques/T1055
https://attack.mitre.org/techniques/T1552/
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/techniques/T1113
https://attack.mitre.org/techniques/T1562/
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1125/
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1120/
https://attack.mitre.org/techniques/T1123/
https://attack.mitre.org/techniques/T1005/


List of most leveraged techniques
To optimize the visibility of the results, only techniques shared by at least 3 malwares are listed here
(from the most to the less shared).

What’s new?

njRAT (ID Mitre: S0385) / AsyncRAT (NC)

Malicious Campaign Targets Latin America
#Cisco Talos studied a new version of a malware spam
campaign used to deliver multiple Remote Access Tools
(#RATs). This campaign targets companies in sectors such as
#travelling and #hospitality and use malicious Office
documents with macro as an entry point. After #Powershell
and #Visualbasic script execution, it delivers RATs such as
#NjRAT or #AsyncRAT. The threat actor, named #Alosh
seems to be the creator of the crypter, #3losh crypter RAT,
used in this campaign to generate the stages of the infection
chain as well as for its evasion capabilities.
Talos spotted some similarities with technics used by
#Aggah group, which could have partnered with #Gorgon
Group APT.

https://blog.talosintelligence.com/2021/08/rat-campaign-targets-
latin-america.html

Lokibot (ID Mitre: S0447)

Malware distribution campaign delivering LokiBot
#Trend Micro discovered a new malware campaign used to
deliver #LokiBot. This campaign is distributed by multiple
well-known mechanisms such as #phishing with pdf, docx or
excel documents or the exploitation of old vulnerabilities
within an RTF file (#CVE-2017-11882) or in Internet
explorer (#CVE-2016-0189).

https://www.trendmicro.com/en_us/research/21/h/new-
campaign-sees-lokibot-delivered-via-multiple-methods.html

T1105 Ingress tool transfer

T1562 Impair defense

T1070 indicator Removal on host

T1070.004 File Deletion

T1555 Credential from Password Stores

T1555.003 Credential from Web browsers

T1552 Unsecured Credentials

T1552.001 Credentials In Files

T1120 Peripheral Device Discovery

T1123 Audio Capture

T1005 Data from Local System

T1571 Non-standard port

T1041 Exfiltration over C2 channel

T1059 Command and scripting interpreter

T1547 Boot or Logon Autostart Execution

T1056 Input Capture

T1012 Query registry

T1082 System Information Discovery

T1547.001 Registry run keys/Startup folder

T1112 Modify registry

T1027 Obfuscated files or information

T1056.001 Keylogging

T1057 Process discovery

T1059.003 Windows Command Shell

T1055 Process injection

T1083 File and Directory Discovery

T1560 Archive Collected Data

T1113 Screen capture

T1125 Video capture

TLP:WHITE

https://attack.mitre.org/software/S0385/
https://ui.threatstream.com/malware/32195
https://blog.talosintelligence.com/2021/08/rat-campaign-targets-latin-america.html
https://attack.mitre.org/software/S0447/
https://www.trendmicro.com/en_us/research/21/h/new-campaign-sees-lokibot-delivered-via-multiple-methods.html

